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Threat Awareness and Security 
Academic research institutions and health care systems continue to be a focus 
for cyberthreats as well as intellectual property theft

https://www.justice.gov/opa/pr/four-chinese-nationals-working-ministry-state-security-
charged-global-computer-intrusion
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Threat Awareness and Security 

https://csis-website-prod.s3.amazonaws.com/s3fs-public/211105_SignificantCyberIncidents.pdf?_Bux.NVhaioSPTAcspLrKuLx.xCZNSP3
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Threat Awareness:  Outsider 
Threats

• Social engineering attempts by contacting researchers 
and other personnel via social media and professional 
societies are increasingly common.

• Targeted phishing (spear-phishing) using fake 
employment offers and/or recruiting information
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Threat Awareness:  Outsider 
Threats

•Example of a 
cyberespionage 
operation that resulted 
in installation of 
malware in aerospace 
and military companies 
in Europe and the 
Middle East, June 2020

https://www.techrepublic.com/article/dont-fall-for-linkedin-phishing-how-to-watch-for-this-
credential-stealing-attack/
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Threat Awareness for Biological 
Scientists:  Outsider Threats

• Social engineering attempts by contacting researchers 
and other personnel via social media and professional 
societies are increasingly common.

• Avoid posting research or RBL-specific information on 
social media



Excerpt from RBL Manual 8: 
Security Plan

If in doubt, don’t post it!



Department of Environmental Health and Safety

Threat Awareness: Pitt IT 
Resources

https://www.technology.pitt.edu/security/best-practices-safe-social-networking
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Threat Awareness for Biological 
Scientists:  Outsider Threats

• Social engineering attempts by contacting researchers 
and other personnel via social media and professional 
societies are increasingly common.

• Avoid posting research or RBL-specific information on 
social media

• Photos, videos, media requests must be coordinated 
with University Communications and RO/ARO

• ARO will review to ensure security and other 
sensitive information is not present before 
releasing/posting



Threat Awareness:  Insider 
Threats
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• 2021 Federal Select Agent Program Inspection Update

• We are all responsible for being aware of insider threats 
that could compromise the safety and security of our 
Select Agents and Toxins, even if we do not physically 
have access to areas where they are used.

• We should all be familiar with some examples of 
concerning behavior 



https://whitehallmedia.co.uk/wordpress/wp-content/uploads/2020/10/insider-threat-indicators.png

Some Signs that may Indicate an 
Insider Threat



Threat Awareness:  Insider 
Threats
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https://us-cert.cisa.gov/sites/default/files/publications/Combating%20the%20Insider%20Threat.pdf



Threat Awareness:  Insider Threats

•We should be aware of 
patterns of behavior

• Anyone can have a 
bad day or have an 
isolated incident

• If the behavior 
becomes a pattern it 
may be a concern

Department of Environmental Health and Safety

and

and

and

= Pattern of behavior
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Threat Awareness for Biological 
Scientists:  Potential Signs of Insider 
Threats
• Missing supplies. Lost or moved laboratory material. 

Equipment that appears “used” without being required 
by ongoing laboratory work.

• People attempting to access the laboratory who have no 
reason to be there.

• Beware increased use of social engineering attempts
• I’m a new employee; my card just stopped working 

and I have to save my experiment; etc.
• Personnel who work late into the evening or on 

weekends without experimental or project need.
• Laboratory staff who do not follow established practices.



We are a team and everyone plays a 
role in keeping us all safe

• If you notice a pattern of behavior or a safety or security 
incident you must report it to a supervisor (if you are 
comfortable doing so) or an ARO or the RO.

• ARO or RO will follow up and whenever possible 
information will remain confidential 
• Several instances of concerns or questions 

reported to ARO or RO every year, and to the best 
of our knowledge only those persons with “need to 
know” may realize that a concern was mentioned
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Reporting Safety Concerns Within 
the University

Safety Issues:
• EH&S: 412-624-9505 (business hours)
• EH&S: Anonymous reporting via Pitt 

Concern Connection app
• www.ehs.pitt.edu 
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Reporting Safety Concerns Within 
the University
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Reporting Safety Concerns Within 
the University
• AlertLine replaced with Pitt Concern Connection
• https://compliance.pitt.edu/make-report
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Reporting Safety Concerns Within 
the University



Reporting Outside the University

• We hope that personnel will feel comfortable sharing 
any concerns with the AROs or RO 

• If you are uncomfortable reporting concerns within the 
University, the Federal Select Agent Program does 
provide a reporting capability
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Reporting Outside the University

www.selectagents.gov



Biosafety:  Choosing an appropriate 
disinfectant in the lab and at home

Department of Environmental Health and Safety
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Choosing an Appropriate Disinfectant: 
It’s a risk assessment
• The new edition of the BMBL has an appendix 

dedicated to decontamination that can be a resource
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Choosing an Appropriate Disinfectant: 
Elements of risk assessment

• Is disinfectant effective 
against organism in 
use?

• Spores are more 
resistant to 
disinfectants than 
viruses

• In areas where multiple 
organisms in use = 
prefer disinfectant 
effective against all 



Choosing an Appropriate Disinfectant:  
Elements of risk assessment 

Surfaces
And

Liquid Waste

• What do you need to decontaminate?  Not all 
disinfectants can be used for all circumstances.

OK!



Choosing an Appropriate Disinfectant:  
Elements of risk assessment 

Surfaces
And

Liquid Waste

• Using a ready to use 
disinfectant to 
decontaminate liquid 
wastes dilutes active 
ingredient

• No longer effective



Choosing an Appropriate Disinfectant:  
Elements of risk assessment 

Surfaces
And

Liquid Waste

• Using a ready to use 
disinfectant to 
decontaminate liquid 
wastes dilutes active 
ingredient

• No longer effective
• A concentrated 

disinfectant must be used 
to decontaminate liquid 
wastes



Choosing an Appropriate 
Disinfectant:  Elements of risk 
assessment
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•Other factors to consider include:
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How does choosing a disinfectant 
impact Incident Response?  

Why does EH&S recommend use of a 
single disinfectant whenever 
possible?

Let’s think through a quick case 
study:
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•What information do we need to consider in our 
response?
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What’s the dilution factor?

This one’s ready to use.  
That’s good right?

What’s the contact time?
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Grab the Vesphene and go!  This makes incident response and daily operations much 
more simple.  

We don’t have to stop and think about which disinfectant we should use during an 
incident.



Practical considerations led to 
addition of approved disinfectant.
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•Bleach is more cost effective and EH&S approval 
for use was requested 



Practical considerations led to 
addition of approved disinfectant.
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•While cost is an important consideration, our 
primary concern is to ensure effective 
decontamination of agents in use.

• Changes in disinfectant use, preparation, and 
storage MUST be reviewed and approved by EH&S

•Why?
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EH&S Disinfectant Review

• Some disinfectants must be made up at specific 
concentrations to be effective against certain 
microorganisms
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EH&S Disinfectant REview

• Once prepared, disinfectants have a specific shelf-life



Practical considerations led to 
addition of approved disinfectant.
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•While cost is an important consideration, our 
primary concern is to ensure effective 
decontamination of agents in use.

• Changes in disinfectant use, preparation, and 
storage MUST be reviewed and approved by EH&S

•Bleach is an effective disinfectant for 
microorganisms in use in the RBL and when 
prepared fresh daily is approved for use
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Regulations require access to Select Agents be restricted 

• It is critical that supervisors and PIs promptly notify the 
RO/AROs when personnel no longer need to be registered 
for access to Select Agents

• Notify RO/ARO BEFORE personnel are scheduled 
for last day so that inactivation of access 
credentials and removal from our registration can 
be coordinated
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Regulations require all personnel to have annual refresher 

and insider threat awareness training
• Annual means within a calendar year.  Personnel who 

are not on approved absence or leave must complete 
2021 annual training by December 31, 2021. 
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Regulations require compliance with all biosafety best 

practices

• A note for laboratory personnel/PIs: at the time of 
inspection several o-rings on centrifuge safety cups and/or 
rotors were found to be showing signs of deterioration 
(small cracks in surface)

• Please immediately review your equipment and 
replace any o-rings or gaskets that appear to be 
dried out or deteriorating

• Recommend having extra o-rings on hand for proactive 
replacement as repeated exposure to disinfectant is 
known to accelerate deterioration
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Noted as concern during exit review:

• A reminder for PIs with personnel approved to inactivate 
Select Agents:

• PIs MUST NOT pre-sign inactivation certificates 
(e.g. pre-sign inactivation certificates before 
traveling etc.
• Recommend using electronic signatures via 

DocuSign
• Access via MyPitt.edu
• Web-enabled process improved and more user friendly 

(drag and drop document for signing; no more setting up 
envelopes)
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Noted as concern during exit review:

• PIs MUST NOT pre-sign inactivation certificates 
(e.g. pre-sign inactivation certificates before 
traveling etc.
• PIs may designate (in writing in PI RBL-specific 

biosafety manual) a senior laboratory member who 
has appropriate scientific expertise and experience 
to sign inactivation certificates 
• Only when PI is not able to electronically sign 

certificates and only for a specified time period 
(recommend documenting via memo with dates of 
travel/return and storing this information with 
inactivation certificates) 
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection
• Noted as concern during exit review:

• Please remember to sign yourself and your visitor out of 
the visitor logs when serving as an escort

• This is a safety procedure so that all personnel can be 
accounted for in an emergency
• We can check personnel and visitor sign in/out logs 

to ensure that we don’t have anyone “stuck” unaware 
inside containment
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Updates from Preliminary 
Observations November 2021 FSAP 
Inspection

• Noted as concern during exit review:

• Laboratory personnel performing inactivation procedures
• Please print your name so it is legible on the 

inactivation certificate
• A signature isn’t required and we must be able to 

identify the individual who performed the inactivation 
procedure as long as the sample is retained
• Several years from now new personnel might not 

recognize your signature



Click here to go to training page 
for access to quiz

You Must Complete a Quiz via the 
EH&S Website by December 15, 2021!

https://www.ehs.pitt.edu/training
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You will use your Pitt credentials to log in.

Your completion of the short quiz is your proof of training and it
must be completed by Wednesday, December 15, 2021 .

If you don’t complete the quiz by December 15 we will be
forced to pester you with e-mail reminders.

You Must Complete a Quiz via the 
EH&S Website!
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In the closing meeting the FSAP 
inspectors complimented our 
excellent program in a complex, 
cutting-edge research environment 
and extremely active facility. This is 
a direct reflection of your excellent 
work every day.
Your RO and AROs thank each of 
you for your daily commitment to 
the Select Agent Program. 
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